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DATA AGREEMENT ENTERED INTO BETWEEN 
JUMPCO DIGITAL (PTY) LTD , Reg Nu: 2015/012103/07: 
AND 
MY SCHOOL, Reg Nu: MY SCHOOL  REG NU

1. DEFINITIONS

1.1 JUMPCO DIGITAL (JumpCO Digital)
Means the company JumpCO Digital (Pty) Ltd, Reg Nu: 2015/012103/07, the owner of the JumpTrak™ Digital Campus and eLearning Platform, including but not limited to the JumpTrak Views, JumpTrak Author Studio,  JumpTark Quiz Wizard, Peer-Tutor Writing Center and the JumpTrak Learner Library( “The JumpTrak™ Platform”).

1.2 MY SCHOOL
means the MY SCHOOL Registration Number: MY SCHOOL REGISTRATION NUMBER

1.3 Personal Information
broadly means any information relating to an identifiable, living natural person or juristic person and includes, but is not limited to:
· contact details: email, telephone, address etc.
· demographic information: age, sex, race, birth date, ethnicity etc.
· history: employment, financial, educational, criminal, medical history
· biometric information: blood type etc.
· opinions of and about the person
· private correspondence etc.

1.4 Anonymized Data
Broadly referring to any information that has been de-identified and which cannot be attributed to an individual. ‘Anonymized’ data shall still be considered personal information if,
by inference, or by coupling with other reasonably available information, can be attributed to an individual.

1.5 Processing
broadly means any collection, usage, storage, dissemination, modification or destruction of personal information

1.6 Stakeholders
may refer staff of MY SCHOOL and any associated institutions, including but not limited to Head Office Staff, Academics, Educators and authorised suppliers for The Project.

1.7 Data party of origin
means the party responsible for collecting personal information and introducing it to the group of stakeholders

1.8 Data
refers to information that is present in any and all forms of media (such as but not limited to documents, databases and pictures), which is stored in either physical formats or electronic formats.

1.9 The Project
Refers to, but need not be limited to, any use of the services of The JumpTrak™ Platform for any assessments, learning materials, courses, reporting, user and learner administration and other services provided by The JumpTrak ™ Platform.

1.10 The Jumco Digital (Pty) Ltd Privacy Notice
Refers to The JumpCO Digital (Pty) Ltd Privacy Notice which is available online at : https://jumpco.io/jumpco-digital-privacy-notice and which may be updated from time to time.



2. POLICY STATEMENT

2.1 In pursuit of  The Project various stakeholders may collect and use data (aggregated data, confidential information, and personal information as defined by South Africa’s legislation) in order to achieve project objectives.

2.2 Therefore the objectives of this policy will be:

2.2.1	To identify how stakeholders may process data, considering applicable best practices   and relevant legislation.
2.2.2	To identify and govern how data may be shared and utilised between different stakeholders in the Project at a high level
2.2.3	To Provide for appropriate protections for stakeholders with regards to data sharing and utilization in light of managing reputational risk, compliance risk and adherence to best practices.
2.2.4	To ensure that the necessary best practices are in place to protect the rights of minors specifically with regards to data.

2.3 The policy will apply to all information regardless of how it is recorded, used and stored and whether it is held in physical form or electronically.

2.4 This policy aims to mirror the minimum requirements of, among others, the EU General Data Protection Regulation (GDPR), the Constitution of South Africa (particularly Section 14 – the Right to Privacy) and the Protection of Personal Information Act (POPI). Where in doubt, nothing in this agreement shall require stakeholders to act in contravention of any applicable laws.

2.5 Stakeholders will confer their agreement to this policy by concluding the undertaking on the final page of this Agreement.

3. TO WHOM THE POLICY APPLIES TO

3.1 The data policy is JumpCO Digital policy with respect to The Project and stakeholders may include, but not be limited to:

3.1.1		MY SCHOOL – As represented by the Staff, Academics, Educators, IT support and/or relevant suppliers.
3.1.2	JumpCO Digital support staff and authorised partners.

3.2 JumpCO Digital may identify additional policies if there are specific stakeholders that require customized policies, for which an undertaking is well motivated and within reasonable parameters.

4. OVERVIEW OF DATA TYPES:
This policy may apply to:
4.1 Aggregated and non-personal data
Aggregated data includes all data not qualifying as ‘Personal Data’- whether data about entities, or personal-level data that is adequately anonymized/ de-identified, and which cannot be traced back to a particular person or learner, but can be tracked to a particular entity such as a class, course, or organisation in The Project.
Such data may include, but is not limited to:
· Institution, Year and Course metrics and general information at an aggregated level
· including participation, assessment, examination and other progress and performance data.
· Project organisational information
· Data denoted in 4.2, but which is adequately de-identified/anonymised and which cannot be traced back to a particular person.

4.2 Personal Data
This includes data about individual persons / learners including but not limited to:
· Learner assessment performance data
· Learner demographic information
· Learner socio-economic information
· Personnel qualification, demographics and employment details, including participation and JumpTrak access data with regards to educator and institutional staff.

4.3 Special Personal Information

4.3.1	The special personal information category and the treatment of which, is as described by the Protection of Personal Information Act, No 4 of 2013

4.3.2	JumpCO Digital does not intend to seek or hold Special Personal Information about learners, staff, or other individuals except where stakeholders have been notified of the information, or it comes to the attention of their teams via legitimate means or needs to be sought and held in compliance with a legal obligation or as a matter of good practice. Staff, learners or other individuals are under no obligation to disclose information about their political or religious beliefs, trade union or political affiliations or details, biometric information or criminal behaviour*, health* or sexual life* (save to the extent that details of marital status and/ or parenthood are needed for other purposes)
* certain exceptions are provided in the cases of employers, schools and the lawful duties of childcare providers)

4.3.3 	Notwithstanding 4.3.1, JumpCO Digital may choose to hold information about race. However this shall be done only in the legitimate pursuit of the educational aims of The Project, subject to the South African Constitution, subject to Clause 5 below, and it must be demonstrable that processing of such data does not unfairly disadvantage or discriminate against the individuals concerned.

5.	 DATA PROTECTION PRINCIPLES
In respect of all Personal Information, the following principles shall be adhered to at all times by all stakeholders in the project:

5.1 personal data shall be processed fairly, lawfully and in an ethical manner
5.2	personal data shall be collected for specific, explicit, and legitimate purposes, and shall not be further processed in a manner incompatible with those purposes;
5.3 personal data shall be adequate, relevant, and limited to what is necessary for the purpose(s) for which it is being processed, and the purposes for which it was collected from the data subject.
5.4 personal data shall, as far as is practical, be complete, accurate, shall not be misleading and, where appropriate, be kept up to date;
5.5 personal data processed for any purpose(s) shall not be kept in a form which permits identification of individuals for longer than is necessary for that purpose / those purposes;
5.6 personal data shall be processed in such a way that ensures appropriate security of the data, including protection against unauthorised or unlawful processing and against accidental loss, destruction, or damage, using appropriate technical or organisational measures.
5.7 A data subject or their representative (i.e. a learner or their guardian if the learner is a minor) may confirm, free of charge, whether a stakeholder holds personal information about them, as well as the nature of such information, and the identity of all third parties who have had access to such information.
5.8 Such information may reasonably be shared with stakeholders in pursuit of the project’s aims, and subject to this data policy.
5.9 Where such data may concern information about children, stakeholders shall ensure adequate chain of reasonable consent between the child, parent and the organisation.

6. ROLES, RESPONSIBILITIES AND UNDERTAKINGS BY THE STAKEHOLDERS
    In addition to the data protection principles, all stakeholders shall:
6.1 Ensure that data is processed fairly, lawfully and in an ethical manner
6.2 Ensure that data is processed and used in a manner that does not bring reputational risk to the data party of origin
6.3 Ensure that any data sharing and usage is done with the highest regard in managing reputational risks and compliance risks for The Project, as well as those of all of the project's stakeholders.
6.4 Ensuring that data governed by MY SCHOOL and the Project is distributed to other stakeholders on a per-needs basis, on an aggregated level. Personal data may be shared between stakeholders for the purposes of analysis and verification, however  only aggregated / de-identified data shall be placed in the public domain and  only at the written consent of MY SCHOOL.
6.5 Acknowledge that non-personal data may nonetheless be subject to non-disclosure obligations placed by third-parties onto the party of origin, and confidentiality or sensitivity issues surrounding the ownership or presentation of data. Notwithstanding the requirements of this policy, stakeholders may distribute or present data in keeping with The Project’s aims, but where in doubt, should first consult the data party of origin. When sharing data, the party of origin may mark information ‘Confidential’ in order to remove doubt.
6.6 Ensure that there are adequate internal controls in place in their organisation to ensure that information is collected, stored, processed or shared according to this policy, best practices and any relevant legislation.
6.7 Ensure there are adequate organisational policies, procedures and processes as well as technical measures to prevent unauthorised access of information, and to prevent loss of data. Such practices should include:
6.7.1	Adequate training and familiarisation for all staff reasonably involved in the processing or conveyancing of data. Such training should include internal controls and policies, and familiarisation with applicable legislation.
6.7.2	Policies and procedures to be required of any users to whom access is provided to databases  online portals which contain personal information.
6.7.3	Adequate policies and technical measures that cover all forms of data storage, including hardcopies, and softcopies accessible via file servers, cloud-storage solutions, local machines, mobile phones or ‘flash’ disks and mobile storage devices.
6.8 	Ensure that the necessary agreements, protections and data controls are in place in respect of any information that is generated or provided by third parties, whether institutions or service providers, to ensure that such information is provided according to this policy, best practices and relevant legislation. Here specifically, MY SCHOOL are obliged to ensure mutual agreements with their Institutions, particularly, educators or persons responsible for the data that permit the dissemination and processing of learner data, and JumpCO Digital shall be obligated to ensure such mutual agreements with service providers to the project.
6. 9 Ensuring that all data is utilised as far as possible without material misrepresentations
6.10 Where data is updated or made newly available, and where intended for sharing between parties subject to this agreement, parties should aspire to notify each other of the availability of such data in as simultaneous fashion as possible.
6.11 Ensuring that there are adequate systems and processes to backup all data, which cannot  be regenerated without undue costs if lost or corrupted.


7. RELATED DATA BREACHES

7.1	Any breaches in this policy, or of applicable legislation, must be reported to JumpCO Digital and MY SCHOOL with the inclusion of the following information:

7.1.1	the extent of the breach, including the details of the breach including the volume of data at risk, and the number and description of affected data fields;
7.1.2	assessment of the risks to the data subjects as a consequence of the data breach, and the likely consequences of the breach;
7.1.3     measures proposed or already taken to address the breach;

7.2	If the breach is likely to result in high risk and rights and freedoms of the affected individuals as a result of the data breach, JumpCO Digital shall identify the appropriate stakeholder, and such appropriate stakeholder shall notify the data subjects or their representatives of the breach;

7.2.1     The data subjects affected by the data breach shall be told:-
7.2.1.1     The nature of the breach;
7.2.1.2     Who to contact with any questions;
7.2.1.3     Measures taken to mitigate any risks.

7.3	In the event of data processing misrepresentations, where the source data is accurate and complete, and where the misrepresentation is irrevocable and likely to result in significant reputational impact, the same process is to be followed as in the event of a data breach.

8. DATA LOSS

8.1 Any loss or corruption data, regardless of the medium it is stored in, and which cannot be regenerated without undue costs, shall be reported to MY SCHOOL with the inclusion of the following information:

8.1.1 Description of loss or corruption, including the information that was lost/corrupted

8.1.2 An assessment of the consequences as a result of the data loss/corruption, and the measures taken to resolve/mitigate the impact of the loss.

I, the undersigned, who warrant that I am authorised to do so, undertake that my organisation will abide by the Jumpco Digital Data Policy.  I confirm that I have read The Jumco Digital (Pty) Ltd Privacy Notice and that we have received consent from the institutions on this programme to provide JumpCO Digital with their student’s data:-

On Behalf of MY SCHOOL:



____________________________________________	            __________________________________
Name								Date



______________________________________________         ___________________________________
Signature							Designation



On Behalf of JumpCO Digital :


____________________________________________	           __________________________________
Name								Date



______________________________________________         ___________________________________
Signature							Designation

	
	Directors: JS Mahony, GB Bingham, A Brombacher    
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